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Cyber risk and ratings methodology
How a cyber event could impact a sovereign’s credit 

profile

Source: Moody’s Investors Service
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Economic strength Economic 

fundamentals

An attack on critical infrastructure could disrupt 

economic activity, or an attack could be perpetrated 

on a smaller, less diverse government that relies on a 

single industry as a source of growth. 

Economic growth could slow 

significantly and economic 

strength could be impaired.

Institutions & governance 

strength

Governance & 

management

A cyberattack could expose sensitive information 

that reveals institutional arrangements that are 

weaker than previously thought.

Our assessment of institutional 

effectiveness and quality of 

governance could decline 

materially.

Fiscal strength Financial performance 

& debt portfolio

While rare, fiscal costs associated with a cyberattack 

could be so large that they result in weaker overall 

fiscal strength for sovereigns, or weaker financial 

performance and debt profiles for RLGs.

Financial resources and fiscal 

strength could decline.

Susceptibility to event risk 

(Political risk)

NA A cyberattack could attempt to disrupt domestic or 

geopolitics, including through direct or indirect 

election interference. 

Political risk could rise.
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Factor 1: Economic strength 

Example of how a number of conditions would need 

to be met for an attack to impact the economy:

Shock

=

Cyber Attack

Affects a 
highly inter-
connected 
sector for 

a long 
duration

Shock 
propagates 

quickly 
amplified by 

the 
interconnected 
nature of the 

affected target

Lack of 
substitutability

Consumer 
confidence 

falls 

Failure of 
provision 

(e.g. access 
to credit)

Impact felt 
on the real 
economy

Step One Step Two Step Three Step Four Step Five Step Six

• Economy’s size and diversity can reduce the impact.

• Duration of the attack is key, as well as interconnectivity of the targeted infrastructure.

• Risk is higher for small local and regional governments.  

Source: Bank of England
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Survey provides consistency

1
Survey designed to raise analytical expertise 

Primary objective is to raise analyst knowledge, to help engage issuers in better 

discussion of risk – in turn, this increases value of analyst opinion to capital markets

2
Research based on anonymized and aggregated survey results is the #1 thing 

issuers ask us when we raise the survey 

First “insight” publication in Q4 2020 – Project and Infrastructure Finance, followed by 

Financial Institutions Group, Corporate Finance Group sub-sectors, and the Public 

Finance Group

3
Best Practices!

Reminder → Analysts are obligated to request and gather data and information that 

we deem important to getting the rating right!
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Cybersecurity Heat Map

In this report, we assess the inherent cyber risk 

exposure of 35 broad sectors. We determined that 

infrastructure debt issuers have medium-high 

exposure to cyber risk, mostly because of the high 

vulnerability of electric utilities to cyberattacks.

Cyber Risk Insight Continues to Develop

February 2019 November 2020

Cyber Risk of PPIF

We conducted our inaugural cyber risk survey of 

infrastructure issuers to gauge cybersecurity 

preparedness among infrastructure issuers

Cross-Sector - Global
“Credit implications of cyber risk will hinge

on business disruptions, reputational effects”

Survey Questionnaire 

Management TransferGovernance

https://www.moodys.com/researchdocumentcontentpage.aspx?docid=PBC_1145309
https://www.moodys.com/researchdocumentcontentpage.aspx?docid=PBC_1145309
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Cybersecurity Survey – Global Electric Utilities
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Greater financial resources give very large utilities an edge over smaller 

counterparts
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State-owned utilities use of cyber defense tools lags that of their privately owned 

counterparts
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Rating levels and regional differences are not major distinguishing factors
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