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Thomas Schelling warned that “there is a tendency in our planning to confuse the unfamiliar with the improbable…” that “we have not considered what looks strange; what looks strange is thought improbable; what is improbable need not be considered seriously.”  He warns that the danger is not that we shall read the signals and indicators with too little skill; the danger is in a poverty of expectations” an “obsession with a few dangers that may be more familiar than likely”.

And such is the story of systemic risks.

We have used the familiar story of past economic crises to drive our research and policy support.  After past financial crises, our focus has centered around systemically important financial institutions that had become too big to fail, how surprise shocks to these institutions could drive contagion episodes across heavily interconnected financial networks, and how we can address concerns of systemic risk to promote financial stability.

Along with my colleagues at RAND, I have been really interested in looking at systemic risks beyond financial networks and beyond the poverty of expectation.  While many studies of systemic risks have focused on interbank networks, or perhaps economic sectors, concerns over the potential economic consequences of cyber risks have driven us to look beyond finance.  In this area, data challenges abound, and we have tried to address limited data on cyber incidents through structural models.  We’ve tried a couple of different approaches.  And while I am sure some of you may love to start off your Monday morning with a detailed explanation of these models….I am also assuming many of you…might not.  So I will briefly outline one of these approaches, and then talk about the results our modeling yields.
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Systemic cyber risk has been with us for years.

Do you remember the 2016 Dyn cyberattack?
A significant distributed denial of service (DDoS) attack on a major domain name system provider brought down numerous customer websites 
Those customers included many significant web services – Amazon, Twitter, Spotify, Netflix, PayPal, CNN, Swedish government, Box, as well as many others were affected.

And then there was WannaCry and NotPetya from 2017 
These were significant malware attacks that inflicted global damage at a high cost
They hit diverse industries ranging from healthcare, transportation, telecommunications, education, and infrastructure.

And of course, risks to other shared infrastructure
The Department of Homeland Security released a report in March explaining that Russian state cyber actors had successfully intruded into the U.S. power grid, possessing the capability to cause unknown power disruptions
That wouldn’t be the first time, they successfully disrupted power in Ukraine in 2016 leaving 225,000 customers in the dark
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Building on techniques from the field of risk analysis, we separate systemic cyber risk into three basic types.
The first of these are cascading failures
These are failures propagating as a domino effect across firm dependencies built through supply chains and computer networks.
This is best exemplified by the Dyn cyber attack.  Generally, it is cyberattacks rather than data breaches that pose cascading risk.
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The second are common cause failures
In cyberspace, these are routed in a common software or hardware vulnerability exploited across multiple firms. 
This is best exemplified by the WannaCry attack.  
I would also note that common cause risk can result in a variety of cyber incidents, cyberattacks and data breaches alike.
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Our work has used a mixture of data science and economics to estimate the linkages between firms in our economy, and the flows of goods and services that cross them.  That is, while there is a long history of economy wide models in economics, we used the advances from data science to construct a network of interfirm connections that provide a different picture of the economy.  That picture, actually right here in by background, allows us to look at systemic risks across the broad economy.

Each point in the network is a company.  Imagine if that company experienced a sudden an unexpected loss, perhaps driven by a natural disaster, a power outage, or what I will generally call a “shock”.  We can use this network to see how this shock ripples across the network, how this loss travels upwards to that firms suppliers and suppliers’ suppliers and suppliers’ suppliers’ suppliers and so on.  And then we can track how that shock travels downwards to that firm’s customers, customers’ customers and so on.  What we calculate, is the aggregate loss to the economy as that single firm suffers from a shock.  And we did this, for the top thousand firms in the economy one by one.
 
And here are the results.  Using this methodology, we developed a ranking of firms by their aggregate impact, essentially how much damage a shock amounting to 1% of their revenue could do to GDP.  As we did that, a different picture started to emerge.
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Our work has beyond financial networks and examined the connections between firms across all sectors of the U.S. economy.  Our findings ran counter to the narrative of the past decade, we discovered that many firms if disrupted could cause outsized impacts on the economy.  We found that these firms, in essence, are too interconnected to fail.  In that report, we posited several possible forms of disruptions that could provide surprise shocks leading to new forms of systemic risks. 

Using this approach, we were able to estimate how a shock isolated to a single firm could ripple through its firm to firm connections causing losses to the aggregate economy.  We made those estimations for the top 1,000 firms ranking each firm according to its aggregate impact.  At the top of the of the list we found a different a picture of systemic risk.  While some of the top firms are banks, most are from a diverse array of sectors.  Amazon topped the list and was closely followed by Apple, Comcast, AT&T, driving a new story where tech and telecom were increasingly providing the infrastructure behind today’s economy.  


We published this work in January,  Well, before the dust could start to settle on this report, a new source of systemic risk began to form.  

COVID-19 has resulted in economic contagion on top of actual contagion and has driven the nonlinearities and coordination failures that have challenged effective policy.  And we have used similar approached in computational models to estimate the economic impact of the pandemic as policy solutions change.  We have also taken this analysis to shed light on the path of the recovery as a protracted crisis risks driving historic corporate default levels.  Of course, the are immediate concerns there, that if some of the companies we labeled as systemically important, fail.  Oil and gas is one such sector, where default rates have already picked up and where impacts are potentially high.

However, it is not just the realized risks today that are important, it is also the fact that the pandemic has driven a rapid economic transition.
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Consider a day in the life of the pandemic economy.  While we are unable to meet in person, luckily, we are can meet virtually.  In a day in the life of the pandemic, many of us go in and out of meetings on Zoom.  We collaborate with colleagues and team members on Slack.  And at the end of the day, we may order food on Doordash, and watch a movie on Disney+.

This an economic eco systemic that was only imagined a decade ago.  Each of these services have only recently become household firms and none of them existed in 2008.
Okay, I can also admit I chose this list on purpose because each of them also use the cloud services of Amazon.  So, while the economy has undergone a rapid transition to a digital one, with new digital services playing an increasingly central role, Amazon, which already topped our list, is even more central.  The increasingly centrality of Amazon is not just about the rather large increases in boxes shipped with smiles on them, but the role of their cloud service business.

And I do not mean to pick on Amazon.  The same is true for Microsoft Azure, for Google cloud.  IBM, which was also high on our list on the previous slide, has recently announced that it will split its business in two, where its cloud service is rapidly outgrowing its now smaller historic business services focus.
There are clear positives here, this has made our economy more resilient to the pandemic and may have a multiplier effect on our economy.  However, there are also risks.

There new form of systemic risk moving forward may be firms which are too interconnected to fail.  These firms, particularly in tech and telecom, are increasingly central to the activity of the 2020 economy.  As with risks in the financial sector, risks in tech and telecom have the potential for fast moving crises.  Cyber attacks that have already brought disruption to portions of our digital infrastructure, bring salience to this form of systemic risk.
As new sources of systemic risk emerge, the change of too interconnected to fail may grow and policy should not wait, but should look for options to manage systemic risks across the economy.

And this problem may have familiar features, but in unfamiliar ways.  Consider an analogy to CDOs, as an example.  CDOs, while somewhat notorious for their role in the 2008 crisis, where a clever solution to risk through aggregation.  They brought lower risk to small and moderate shocks, but higher risk to large shocks that were correlated across mortgage securities.

I would argue cloud services, in the cyber context, present similar challenges of securitization.  AWS is surely more secure in most cases, it is a great solution to the DDOS attack and many other cyber risks.  The business services firms, like a WorkDay, are also similar providing solutions for individual companies that might reduce risks in normal operations.  However, with both, we are left with higher risks to large shocks.
And unfortunately, as the Dyn attack or more recent AWS outage show, these risks are not hypothetical.  From heavily interconnected firms to our shared digital infrastructure, the challenge of too interconnected to fail should have our attention.
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