Building a Defensible Cyberspace

FINDINGS FROM THE NEW YORK CYBER TASK FORCE

For decades, cybersecurity professionals have been treading water, putting in never-ending effort but rarely making
progress. The New York Cyber Task Force was formed to break this stalemate. The group, co-chaired by Phil Venables
(Goldman Sachs), Greg Rattray (JPMorgan Chase), and Merit Janow (Columbia University SIPA) concluded that
defense is possible, but only if defenders focus on the right kinds of solutions, those which provide leverage.

This booklet summarizes the findings of the NY Cyber Task Force's efforts and we believe it brings a fresh perspective.
Washington, DC can sink into pessimism over cyber threats while Silicon Valley sometimes falls victim to its own
unbounded optimism. For New Yorkers, balancing threats with opportunities is as natural as crossing the street. New
York is one of the global cities; NY Cyber Task Force's participants want the best for America but understand these
interconnected and complex problems require global solutions

The Problem: Attackers in cyberspace have for decades held fundamental advantages, due to critical factors such as
an Internet which was never designed for security and software weaknesses.

The Goal: Cyberspace must become more defensible, meaning it must have several key features:
* Tolerant of flaws and effective under adversity * Well managed by multiple stakeholders

* Capable of agile decision making and response » Capable of constraining negative externalities

Our Strategy, Leverage: To make a defensible cyberspace requires leverage, which requires technology, operational
and policy innovations with the following characteristics:
* Defense advantage: Any innovation by defenders must impose far greater costs on attackers. Roughly put, a “dollar of

defense” (or hour or other measure of input) should yield not merely a “dollar of attack,” but should force attackers to spend
considerably more to defeat it.

* Hyperscale: The innovation must easily, even automatically, work across enterprises or all cyberspace. The larger the scale,
the more leverage it can deliver.

Leverage to Date: Cyberspace would be even less defensible to date were it not for the last five decades of important
technology, operational and policy innovations. These are listed in the center pages of this booklet. based on research,
interviews, and the experience of the NY Cyber Task Force members.

Lessons from Past Innovations: Analyzing these innovations provides critical lessons:

1. Game-changing innovations share one key feature: scale massively aids the defense. This can happen in several ways, such
as taking the user out of the solution, taking away entire classes of attacks, or when a vendor or provider makes a change that
benefits all their customers.

2. Use the minimum necessary intervention. For example, increased transparency, such as security rankings to drive consumer
choice or insurance, can be a low-cost way to align market incentives. If regulation is necessary, regulate first for transparency,
rather than security.

3. Operational and policy innovations are powerful but overlooked and misunderstood. Some of the best security improvements
of the last thirty years have emerged from process or organizational innovations rather than new technological devices. In past
decades we created the Computer Emergency Response Team (1988), Chief Information Security Officer (1995), Information
Sharing and Analysis Center (1998), and NIST Cybersecurity Framework (2014). What will be the next major innovation?
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Important Defensive Innovations of the Past 50 Years

Where is primary effect of the innovation?

Hardening Assets
Situational Awareness

General Security

What kind of innovation is it?

Organizational & Management

Education, Training, and Awareness
Response & Resiliency

Disrupting Adversaries
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Leverage to Come: Cyberspace can be made defensible by applying innovations with leverage, including the
technology, operational and policy innovations listed in this booklet. It is difficult to pick the true winners in advance,
but several across technology, operations and policy stood out and the task force believes there are still potentially
large, relatively easy gains to be had. Some of these include:
* Cloud-based technologies still have more to offer, in particular the chance to build more secure architectures without
pouring investment into an increasingly indefensible perimeter.
= Many future innovations, such as formal methods, will focus on drastically reducing the cost and effort needed to
develop secure code.
* Increased transparency for consumers, shareholders, and other concerned parties can further align incentives,
especially for insurance.
* Improving operational coordination — through response playbooks, frequent exercises, and groups like
Information Sharing and Analysis Organizations — can be an inexpensive way to build significant capability.
* Harmonization of cybersecurity regulations could reduce costs and simplify defenses.
* Policymakers and technology leaders must prioritize building a defensible cyberspace and include it as central to
new corporate, sector-wide, and national cyber strategies.

Other innovations promise massive gains, but also create winners and losers and their knock-on effects are still
poorly understood. Accordingly, the NY Cyber Task Force only recognizes, but does not endorse, innovations like
liability for software manufacturers, stricter regulations on network service providers, or more aggressive active
defenses against attackers.

Recommendations: In addition to these promising innovations, we had specific recommendations:

For the US Government: For IT and Security Companies For IT-Dependent Organizations
1. Create a new cyber strategy based 1. Never stop implementing the highest 1. Start from the board down,
on leverage leverage innovations not the technology up
2. Focus on transparency and risk- 2. Don't just share, but collaborate, 2. Leverage the most high-
based governance, especially where including with funding to non-profits leverage innovations
these align market forces doing critical work 3. Emphasize agility and resilience,
3. Migrate to cloud & other new techs two of the most general-purpose
which will deliver leverage investments available

4. Use federal funding to support
leverage in the private sector

The NY Cyber Task Force has tried to bring new, pragmatic approaches to cybersecurity. A more defensible Internet
is within reach. New game-changing technologies, such as the secure architectures permitted by cloud technologies,
can radically alter cyberspace with advantage and scale in favor of defenders. But so too can operational and

policy innovations, which are often overlooked or discounted. Defense is possible, but only through leverage, and

the sooner the better.



